
EESOH-MIS RULES OF BEHAVIOR 
 
1.0 Introduction 
In accordance with (IAW) the Office of Management and Budget (OMB) Circular Number A-130, 
Appendix III, Security of Federal Automated Information Resources “ establish a set of rules of behavior 
concerning use of, security in, and the acceptable level of risk for, the system. The rules shall be 
based on the needs of the various users of the system. The security required by the rules shall be 
only as stringent as necessary to provide adequate security for information in the system. Such rules 
shall clearly delineate responsibilities and expected behavior of all individuals with access to the 
system. They shall also include appropriate limits on interconnections to other systems and shall 
define service provision and restoration priorities. Finally, they shall be clear about the 
consequences of behavior not consistent with the rules.” 
 
2.0 Applicability 
All users shall follow the rules set forth in the EESOH-MIS System Security Policy (SSP). They 
must also sign a DD Form 2875/SAAR and User Acknowledgement, to confirm that each user has 
read and acknowledges these System Rules of Behavior, and understands the consequences of not 
being in compliance with them. These rules extend to all the EESOH-MIS software, developmental 
and operational entities, development contractor[s] and subscribers, and to all personnel developing, 
operating, administering, or sustaining interfacing systems. All EESOH-MIS users must be fully 
aware of, and abide by, the EESOH-MIS security policies as well as related Federal, DoD, and Air 
Force directives. 
 

WARNING 
Failure to follow the appropriate EESOH-MIS security guidance can result in administrative (e.g., 
suspension of system privileges for a specific periods of time) or legal actions (e.g., court martial 
action for military personnel or prosecution in federal court for civilian personnel) for violators. 
 
3.0 Purpose and Responsibilities 
The purpose of this document is to ensure that EESOH-MIS has established rules of behavior 
concerning: 

   The use of the system 
   The security of the system 
   The acceptable level of risk for the system 

 
"Rules of Behavior" refer to the actions that ordinary operators and administrators must take to 
ensure the security of EESOH-MIS. These actions are specified in detail in the EESOH-MIS SSP. 
The EESOH-MIS SSP supports Information Systems Security (ISS) personnel who are responsible 
for the continuous maintenance of information security. They prescribe detailed procedures that 
must be carried out by administrators and operators to ensure the secure operation of EESOH-MIS. 
Specifically, EESOH-MIS personnel must use the system for the mission for which it was designed. 
These guidelines will help you fulfill security-related responsibilities as you use EESOH-MIS to 
perform official duties. For additional details, please see: 

 AFI 17-130 – Air Force Cybersecurity Program Management 
 AFMAN 17-1301 – Computer Security (COMPUSEC) 
 EESOH-MIS System Security Policy (SSP) 

 



4.0 Information Sensitivity 
EESOH-MIS information will be limited only to those with valid need for such access to perform a 
legitimate organizational function. A prospective EESOH-MIS user is required to have a CAC, 
along with an Air Force Portal account as a pre-requisite for system access. The user must then 
complete a SAAR DD Form 2875, to document that he/she has a valid Need-to-Know for the 
information contained in the information system before access to the application is granted. 
Security is everyone's responsibility. Everyone must read, understand, and abide by these rules. If 
you have doubt about what to do, seek assistance from security personnel. 
 
5.0 General Rules of Behavior 
All users must: 

a. Log out every time they leave their workplaces. 
b. Protect government resources from physical disaster as well as natural, human, and other 

physical threats. 
c. Use only systems, software, and data for which you have authorization and use them only 

for official government business. 
d. Secure resources that process or handle EESOH-MIS data and provide adequate protection 

during and after duty hours. 
e. Never leave your workstation unprotected while “logged-on.” Protect your CAC and Public 

Identification Number (PIN) as you would with any other data. 
f. Understand your roles and responsibilities in the event that EESOH-MIS is unavailable and 

the Disaster Recovery and/or Contingency Plan needs to be implemented. 
g. Report all suspected or known compromise incidents to their local information security 

manager. 
 
6.0 Establishing an EESOH-MIS Account 
Referencing EESOH-MIS Account Management Policy, a prospective EESOH-MIS user is required 
to have a CAC, along with an Air Force Portal account as a pre-requisite for system access. The 
user must then complete a DD Form 2875 as previously stated and have a valid Need-to-Know for 
the information contained in the information system before access is granted. Need-to-Know 
determination is the decision made by an authorized holder of official information that a prospective 
recipient requires access to specific official information to carry out official duties (Ref: Department 
of Defense Directive 8500, Cybersecurity). The user’s supervisor, or appropriate management level is 
responsible for verifying Need-to-Know and determining access requirements. User access is role-
based and restricted based on Need-to-Know and least-privilege principles per installation. The DD 
Form 2875 is coordinated through the user’s management and security channels for approval and 
then forwarded to the appropriate SAAR POC for approving EESOH-MIS access and retained for 
filing and auditing purposes. The type of EESOH-MIS user and their functional area (i.e. HazMat, 
HazWaste and Clean-Up) determines the appropriate SAAR POC (Refer to the EESOH-MIS SAAR 
Group Matrix, Table 2). The EESOH-MIS accounts are established by the EESOH-MIS Helpdesk. 
The EESOH-MIS Helpdesk personnel will upload the SAAR to EESOH-MIS, notify the SAAR 
POC and the user. The user can then log into their EESOH-MIS account using their CAC. 
 
7.0 Common Access Card Use and Protection 
During your log-on to EESOH-MIS, you must use a properly prepared DoD CAC with the PIN. 
DoD CACs provide the ability to add digital signatures and provide encryption through the use of 
Public Key Infrastructure (PKI). Both features reinforce the concept of non-repudiation; that is, the 
assurance that an activity or event can be positively traced to the individual responsible for that 



activity or event. All personnel must remember that their DoD CACs are also their identification 
cards, and are used for gaining entry to facilities. The DoD CAC issuing authority issues CACs and 
PINs, not the system Program Office (PO) or the GCSS-AF System Administrators (SA). All users 
are responsible for the proper use and protection of the DoD CACs and PINs issued to them. 
Users must, at a minimum, safeguard CACs as "For Official Use Only" according to these rules: 

 Protect PINs at the unclassified sensitive level, committing them to memory--never write 
them down. 

 Destroy media containing PINs associated with the CACs in accordance with unclassified 
sensitive handling instructions. 

 Never share CACs/PINs, even in an emergency. 
 Never use personal information or commonly used sequences of numbers to construct 

PINs. 
 Report any suspected or actual compromise of CACs/PINs. 
 Never leave CACs unattended in CAC readers while logged on. 
 Retain CACs in their personal possession at all times when not logged on at their 

workstations. 
 Report lost, misplaced, or stolen CACs to their supervisors and security.  
 

8.0 Client Workstation Protection 
All users, within the limits of practicality and commensurate with the judgment of the EESOH-MIS 
AO, must protect EESOH-MIS workstations. Refer to AFI 17-130, Air Force Cybersecurity Program 
Management, for more details. 

a. Never leave a workstation unprotected while "logged-on." 
b. Enable the system’s password-protected screensaver or employ physical measures. 
c. Challenge any individual that cannot be positively identified and verify the individual's 

authorized status. 
 
9.0 Security Personnel 
AFI 17-130 describes the overall responsibilities and roles for the security staff. Know who these 
security people are and seek their assistance when needed. 

a. System Administrator 
The GCSS-AF System Administrators (SA) assigned to support the EESOH-MIS 
application within the GCSS-AF enclave are the focal point for all technical matters 
concerning EESOH-MIS within the GCSS-AF enclave. GCSS-AF SA security-related duties 
include, but are not limited to, security checks; disk and file maintenance; performance data 
collection; and security audit trail management and monitoring. The GCSS-AF SA also 
enforces DoD CAC PKI access control through GCSS-AF enclave to the EESOH-MIS 
application, and coordinates security policies and requirements with program management. 

b. Information System Security Manager (ISSM) 
The ISSM is the single point of contact for coordinating security activities between the 
EESOH-MIS user and the various internal and external organizations. The ISSM shall also 
oversee all C&A processes relating to EESOH-MIS. The ISSM will develop and maintain 
EESOH-MIS Cybersecurity program and security documentation. The ISSM will ensure that 
incidents are reported to the AO, and will notify the AO of any impacts to the security 
posture of EESOH-MIS. 

  



c. Functional Users 
Functional users are individuals who log onto EESOH-MIS application through the CSSAF 
controlled AF Portal with a DoD CAC to perform their mission-related duties. As a 
functional user, you must comply with security policies and these System Rules of Behavior. 
 

10.0 Software Rules 
Never load or execute privately-owned software on the GCSS-AF servers hosting the EESOH-MIS 
application. This prohibition includes personally-written or locally developed software. Use only 
software approved and provided by GCSS-AF. Users who deviate from these rules may invalidate 
this security certification and accreditation and/or have sanctions imposed. 
 
11.0 EESOH-MIS Security Rules and Procedures 
Data Aggregation - Data aggregation occurs when separate pieces of data at one sensitivity level 
(e.g., sensitive) combine to form an aggregated data set whose sensitivity exceeds the sensitivity of 
any of its constituent pieces. When you request information, be fully aware of the potential for data 
aggregation. Limit the viewing of information that would result in data aggregation. 
Based on DoDM 5200.01, Information Security Program, all EESOH-MIS data is not exempt from 
release to the public under Freedom of Information Act (FOIA). Access to the information shall be 
limited only to those with valid need for such access in order to perform a legitimate organizational 
function, as dictated by common-sense principles of security management. 
Use EESOH-MIS for official duty purposes only. Be aware that the system records the actions you 
take in its Security Audit Trail. You can be held accountable for unauthorized use. Other important 
rules are: 

a. Use only those functions you need to perform your duties -- do not "experiment"! 
b. Be alert for unexpected output. Verify that you obtain only those reports you intended to 

produce, and no more. If you get an unexpected report, take the following actions: 
i. Double-check your work – you may have inadvertently requested the report. 
ii. If the situation persists, contact the EESOH-MIS Helpdesk for assistance or guidance. 

 
12.0 Marking, Handling, and Storing Rules 
There is no specific marking or labeling authorized for the designation of EESOH-MIS information 
as determined by the Mission Owner. As a user, you are responsible to protect EESOH-MIS data 
from any unauthorized personnel without a Need-to- Know for EESOH-MIS information 


